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ABSTRACT 

Technology and its significance have changed the global world to the next level of the IT 

Village. In the Context of the revolution  of the Information Technology , we have gone to the 

next level of computing to make the Live easier , smooth , faster and accurate. Hence this 

terminology is to heard but to achieve is typical. Hence, In this Paper, We have kept for the next 

generation computing scaling like Cloud Computing with next residual of the Security. Hence, in 

the current context we have given the glimpse of the time and material to make cloud feasible 

from the security point of view for the usability of the domains like Banking and financial with 

high end feasible and scalable solution. It may lead to the extent of the cloud with the variant of 

the most suitable technological advancement of the recent solution. In the Public shared cloud 

computing where the data passed through the network which needs to be robust, secure and 

highly preserved in the sense no can cal replicate the data while reaching to the next node of the 

cloud server?  In this we have implemented the node based Architectural model with 

acknowledgement encrypted based on the level of the data to these data moved in the network 

with the classification of the node based data in the preview model of the datacenter to monitor 

the traffic of the data and the shortest path Mechanism. 

INDEX TERMS: Cloud computing, authentication protocol, privacy preservation, shared 

authority, universal composability. 
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I.INTRODUCTION 

Technology and its advancement lead us to 

research for the next level of the 

advancement. In the context of the Cloud 

computing which we can tell as the 

technological advancement plays the vital 

role in the industry of Information 

Technology. In the modern age of the cloud 

computing generation, the idea of cloud 

computing is almost as old as the computer 

itself. Its principle is to have the user's 

computer, Smartphone, tablet or any 

internet-connected device acting as a front-

end displaying an application, as the 

resources connected in remote servers. 

Regarding data confidentiality, all three 

providers claim that they provide and 

support encryption. Many cloud providers 

allow their customers to encrypt data before 

sending it to the cloud. For instance, 

Amazon S3 makes it optional to users to 

encrypt data for additional security, but not 

recommended in the case of third party or 

external auditors depending on the model of 

service they are offering. The first model is 

the Infrastructure as a service (IaaS), which 

is the most basic model. The IaaS model 

consists in providing Virtual Machines to 

the clients whom will have to install 

operating systems as well as their 

applications on top of the vendors providers 

like Amazon EC2, Google Compute Engine 

.Today's data centers are already containing 

thousands of servers, and this number is 

very likely to increase during the 

forthcoming years. Furthermore, the 

customers can request the creation or the 

removal node to meet their needs.  

 

Fig.1.1. Tiered structure of the cloud 

Therefore, the networks are highly elastic 

and can reach an immense number of traffic. 

Because of that, networks architecture has to 

be scalable in order to ensure a good 

performance whatever number of VIRTUAL 

is running in the network. 

II.RELATED WORK 

In the IaaS model, the customers to 

dynamically scale up and down to as many 

machines as needed inside the cloud in a 

“pay-as-use" manner. The clients can 

dynamically provision resources to meet the 

current demand by adjusting their leasing of 

resources   from the cloud provider. 

Customers can also then use more efficient 

hardware without being preoccupied by its 

maintenance, cooling and storage. In each 

model, the cloud providers can use multi-

tenancy, where virtual machines from 

multiple customers can share the same sets 

of physical servers and the network, in order 



INTERNATIONAL JOURNAL OF MERGING TECHNOLOGY AND    ADVANCED RESEARCH IN COMPUTING  

IJMTARC – VOLUME – IV – ISSUE - 16 - DEC 2016        ISSN: 2320-1363 

  3 
                                                                        

 

to reduce the waste of resources. However, 

economies of scale are so important that 

their users benefit from both aspects like 

efficient and cheaper solution. 

 

Fig.2.1. Illustration of the Centralized 

cloud node 

 Due to the of an ever growing number of 

people connected to the internet, the 

constant evolution of computer science 

along with the decreasing of hardware 

prices, the use of cloud computing instead of 

classic networks architecture has recently 

become a reality. In order to optimize the 

resources in the data centers or for 

maintenance reasons, cloud providers often 

have to migrate from the physical server to 

another. Migrations are used in order to pool 

the active and then reduce the number of 

turned on physical servers inside the data 

center, in order to reduce cost. Migrations 

also reveal themselves handy when there is a 

hardware problem on a physical server, for 

example. The running on this server is 

moved to other physical servers and the 

alleged deficient server can be turned off 

and replaced. The impact of node migration 

on the network is important. Since the 

virtualization is potentially moving from a 

physical server to another, the routes 

between them are also impacted, and the 

topology of the network is thus changing. 

Most importantly, the end points of the 

routes are changing. This causes the need to 

reconfigure the network with each 

migration. 

III.PROPOSED METHODOLOGY 

In this paper, we have given 

emphasis on the Privacy and Security 

involved in the multi-cloud architecture. The 

big threat to cloud is the security which has 

not yet robust and need much more 

advancement to give the client that is the 

best solution especially in the industry 

domain of banking and financial services. 

The advancement of the technology and its 

usefulness makes us to research the best of 

the best service for the automation world 

more precisely the cloud computing security 

can be breached by several actors. In the 

cloud, there are the cloud provider and the 

tenants. Our project aims to secure the 

traffic of a tenant. In this situation, this 

traffic could first be threatened by other 

tenants. Indeed, malicious tenants could be 

willing to access data of other tenants or to 

gain access to their network by using 

techniques such as ARP cache poisoning or 

IP spoofing. Furthermore, a configuration of 
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routing appliances could lead to a breach in 

confidentiality. The other threat comes from 

inside the tenant's network itself. This threat 

is the most important one in security today, 

as malicious software can enter the 

enterprise network downloaded by the 

employees browsing the internet. In the 

enterprise network, the traffic is secured by 

the traversal of virtual middle boxes along 

the path. Our project aims to create a 

framework enabling the traversal of virtual 

middle boxes despite the elastic nature of 

the cloud, meanwhile providing isolation of 

traffic in order to prevent the risk of an 

attack by another tenant. The switches 

between the source switch and the first 

ingress switch will all have the same type of 

rule. Based on the, the packet will be routed 

to a particular port.  

This port has been calculated during the 

route calculation. At the ingress switch of a 

virtual middle box, the rule will consist in 

matching one attribute and applying two 

actions. The matching attribute is obviously 

the tag corresponding to the virtual middle 

boxes. The packet must then be sent to the 

virtual middle boxes, but before that, the tag 

must be popped, so the virtual middle boxes 

receive an unmodified packet. The progress 

switch of the virtual middle boxes will 

receive an untagged packet. The policy 

management in a secure enterprise network 

today can therefore be quite complex. For 

instance, it may require restricting a 

machine containing sensitive data to be 

accessed only by a small group of users, or 

preventing external traffic from directly 

reaching internal servers. 

The actual realization may involve 

servers having complex communication 

patterns governed by network access 

control, such as the traversal of several 

virtual middle boxes before being reached. 

When enterprises decide to move to the 

cloud, they want to keep the same 

requirements regarding their policy 

management. It would be possible for the 

network manager of the enterprise to 

implement the virtual middle boxes and the 

routing policies on in the same way as 

before moving to the cloud. However, one 

of the goals of moving to the cloud is to 

escape the burden of network administration 

and configuration. Furthermore, the type of 

security policies in place in enterprises 

networks is often quite similar as it consists 

in the traversal of several virtual middle 

boxes. 

 

Fig.3.1. Multi- Cloud Architecture design 

involves the Agility platformA tenant 

could be attacked by the cloud provider or 
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by other clients. The cloud provider could be 

attacked by tenants. Our project does not 

consider the situation where the provider is 

malicious. Indeed, we suppose that the cloud 

provider is honest. We further suppose that 

all network appliances are compliant and 

secure. Based on the source and destination 

field, as well as the port from which the 

packet arrived, the controller will have to 

push the down to the packet. A second rule 

consists in matching this tag and to route the 

packet to the adequate port. The rules set in 

the forthcoming switches are the same as 

previous, until we reach the last virtual 

middle boxes. From the progress switch of 

the last virtual middle boxes to the 

destination switch, there are two cases. First, 

the destination machine is located in the 

current zone, and the destination switch is 

connected to the destination machine. In that 

case, the routing in the last segment is done 

by matching the destination address. 

Network security is a key aspect in 

designing modern applications. 

IV. EVALUATION AND ANALYSIS 

We can see that in both cases, the security 

policy has been reconfigured automatically 

after migration. The middle box sequences 

have been applied accordingly to the 

Application ID present in the packet, even 

though the instances traversed have 

changed. We chose to show both these cases 

of migration in order to demonstrate that all 

or part of the traversed middle box instances 

can be modified. Our model allows us to 

dynamically enforce security policies in a 

multi-tenant cloud network. In addition, the 

security policies stay coherent in spite of the 

node migration. So as to create a prototype 

of our network controller, we had to 

implement several modules in order to 

demonstrate the relevance of our policy 

enforcement mechanism. Particularly, a 

routing protocol has been implemented in 

order to figure out the route from the source 

to the destination, throughout the virtual 

middle boxes. 

V.CONCLUSION AND FUTURE 

WORK 

Apart from the above mentioned 

domain other domains are fair and fine 

enough to us the technology. In this one we 

use the data partitioning and the security of 

the node and agent based cryptography, 

which will provide the tiered or layered 

security. In the context of the security; 

particularly, we considered the criteria of 

scalability and auto in a context where the 

network is shared by multiple tenants and 

the migration of nodes are increasing with 

the number of request. We first considered 

the different existing solutions in order to 

differentiate the traffic between the different 

tenants, as the isolation between tenants is 

the basis of a secure network. There are 

many solutions allowing traffic separation. 

However, the precision of these solutions 

varies greatly, as the isolation can be made 
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from a complete separation of physical 

network and automatic centralized control of 

the network. We then analyzed the way 

security policies are defined and enforced. 

The security policies are defined in several 

ways. Some solutions focus on the isolation 

only or the routing rules and their 

consistency, whereas other architectures put 

more emphasis on the traversal of virtual 

middle boxes. 
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